Early in 1989, a call for integrity primitives was disseminated within the cryptographic community by the RIPE consortium. The goal of this consortium is to put forward an ensemble of techniques to meet the anticipated requirements of the future Integrated Broadband Communication Network in the European Community.
It is clear that the majority of the services offered as well as the management of the network are crucially dependent on the use of cryptographic techniques for their security.
Within RACE, the RIPE project (RACE Integrity Primitives Evaluation) will put forward a portfolio of techniques to meet the anticipated security requirements of IBC. Consensus on integrity primitives is essential for interoperability. The 
An open call for integrity primitives
The project's motivation is the unique opportunity to attain consensus on openly available integrity primitives. In order to achieve wide acceptance for a collection of algorithms, the RIPE consortium decided to disseminate an open call [VdW89] . The scope of the project and the evaluation procedure were fixed after having reached consensus with the main parties involved.
The scope includes any digital integrity primitive, except data confidentiality. In this context it is important to note that in some documents (e.g. [ISO7498]) integrity is not the complement of confidentiality, but has a very restricted meaning.
In response to the call, that was announced at Eurocrypt'89 and Crypto'89 and was published in the Journal of Cryptology and the IACR Newsletter, fifteen submissions were received. Most types of primitives were represented, but three additional primitives were invited for more comprehensive coverage. In fact, many well known primitives were ultimately submitted, as well as proprietary submissions from major suppliers, thus demonstrating the widespread acceptance and perceived need for the project.
From the eighteen submissions, ten came from academic submitters and eight from industry. The division over different countries was as follows: West Germagy 
Second call for integrity primitives
In 1989, it was already foreseen that some first round submissions would require fixing of functional problems. Moreover, the period of 9 months between announcement of the call and the deadline for submission was relatively short. A final argument for a second call is that work on functional specifications for security within RACE had started only in 1989.
In order to assure that the recommended integrity primitives result in a comprehensive coverage of IBC requirements, following sources for primitives will be taken into account in the second evaluation phase: the responses to the second call, the revised versions of the first round primitives believed to be promising after the first evaluation and other primitives proposed in open literature and in ti:e international standards community. Finally, if necessary, some submissioi,~ might be invited.
Conclusion
The first call for primitives and the subsequent evaluation process was certainly successful. On one hand, important flaws were identified in several submitted schemes, and on the other hand a selection of seven submissions showing significant potential survived. The need for a second call for integrity primitives has been demonstrated. The results of the second evaluation phase will be available by July 1992.
